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1	Decision/action requested 
This discussion paper motivates the related pCR S3-202812 “Evaluation update of solution #4.3 in TR 33.846”.
2	References
 [1]    3GPP TR 33.846 V0.8.0 (2020-10) “Study on authentication enhancements in 5G System”.
 [2]    3GPP TS 33.102 V16.0.0(2020-07) “Security architecture”.
 [3]    3GPP TS 31.102 V16.5.0 (2020-09) “Characteristics of the Universal Subscriber Identity Module (USIM) application”
 [4]    S3-202811 “pCR Evaluation update of solution #4.3 in TR 33.846”
3	Background

3GPP TR 33.846 V0.8.0 (2020-10) proposes in its Solution #4.3: “SQN protection by concealment with SUPI” to accommodate SQNMS and SUPI for concealment.
[bookmark: _Hlk54689514]For the case that the operator's decision is that ME shall calculate the SUCI, the USIM holds the EFSUCI_Calc_Info that stores the Protection Scheme Identifiers as well as the related Home Network Public Keys. In other dedicated EFs there are also SUPI, SUPI type and routing indicators. All these data elements are defined by the MNO and are PIN protected, i.e. after verification of the PIN clearly legible, e.g. also with a card reader. 
According to 3GPP TS 31.102 as part of the SUCI calculation performed by the ME, the ME invokes the reading procedure for EFSUCI_Calc_Info and the other dedicated EFs and can afterwards calculate the SUCI.

4. Discussion

During discussions at last meeting various aspects of SQN handling have been raised.

[bookmark: _GoBack]The SQN handling, as it is described in 3GPP TS 33.102, clause 6.3 offers no access to the SQN array that is located proprietary in the memory of the USIM.


Observation #1: Reading and writing is allowed only internal within the scope of the AKA.
Observation #2: SQNMS is therefore not available externally. 
Observation #3: The ME cannot read the SQNMS in clear.
Observation #4: Only the concealed value of the counter SQNMS is sent by the USIM to the Home Network (e.g. via AUTS[footnoteRef:1]), as defined: [1:  The synchronisation failure message contains the parameter AUTS. 
   AUTS = Conc(SQNMS) || MAC S. 
   Conc(SQNMS) = SQNMS + f5*K(RAND)
] 

Conc(SQNMS) = SQNMS + f5*K(RAND)


5. Proposal
It is proposed to endorse the related pCR S3-202812 “Evaluation update of solution #4.3 in TR 33.846” to capture that the solution #4.3 does not work if the SUCI calculation is performed by the ME.

